Ç R APID urbanization is a global megatrend with 66 percent of the world's population expected to live in urban areas by 2050. The staggering exponential increase in urbanization is leading to more people migrating to major cities in the search of better opportunities and quality of life. Cities need to increase the efficiency in which they operate and use their resources sustainability in order to meet the demands imposed by rapid urbanisation. The challenge is to continue providing basic resources such as sufficient fresh water; cleaner energy; transportation alternatives to commute efficiently from one place to another; adaption to changing climatic conditions; safety and security; while also ensuring economical, social, and environment sustainability.
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Advances in disruptive digital technologies ranging from cyber-physical systems, Big Data analytics, clouds, edges, internet of things, etc., is widely accepted as the backbone for addressing these growing problems by impacting all city services and making cities smart. Smart cities [1] are envisioned as a wide-scale concord of internet of things [2] with sensors monitoring cyber and physical indicators; actuators that allow dynamic adaption to the changing complex urban environment; and cloud and edge computing offerings affordable easy to tap computing resources. Recently, we are witnessing an increased investment towards the development and deployment of intelligent and sustainable environments. In order to develop sustainable smart city solutions, smart cities must have an open, flexible, and secure platform on which to consolidate siloes and services. Such advances opens new opportunities for improving the efficiency of services offered by smart cities while simultaneously exposing novel vulnerabilities. For example, environments that are embedded with millions and billions of dedicated things (such as sensors) and communication capabilities provide real-time access to fine-grained consumer data while exposing new privacy and security risks. Furthermore, as connected things grow, we will witness a significant increase in data that will require novel data processing pipelines, architectures, methods, and techniques. These challenges represent a huge opportunity for a paradigm shift that will require the need for data processing, analysis, and security close to the connected "things"
i.e., towards the edge of the network in-order to support the growing smart city ecosystem. This paradigm shift will lead to an explosive growth of independently owned and operated things and services including gateways, repeaters, smart infrastructure, and systems.
Such a paradigm needs to be architected in a way that is easy to operate and dramatically simplifies the management of service offerings through scalable orchestration and proper automation. It must allow management, integration, and deployment of different tenants (such as services and things independently owned) within the smart city ecosystem in a uniform way. It should also have a suitable policy framework, letting specific stakeholders access to data produced by other tenants, and analyze and extract values from the data. In order to address these challenges, this special issue asked for high quality original research papers (including smart city experience papers) that made significant contributions to the state-of-the-art in "method and techniques to build sustainable smart city solutions" research area. The call for papers received a number of submissions. After a two-phase peer review process, we accepted four high-quality papers related to the aforementioned areas of interest which will appear in this issue. Part 1 which was published in the October-December 2017 included the remaining five papers.
PART 2: JANUARY-FEBRUARY 2018
The first paper titled "Optimizing M2M Communications and Quality of Services in the IoT for Sustainable Smart Cities" by Jun Huang, Cong-Cong Xing, Sung Shin, Fen Hou, and Ching-Hsien Hsu addresses challenges that smart city solutions and application will face with increase amounts of machine-to-machine (M2M) communication primarily fueled by an increased deployment of Internet of Things and other smart infrastructure. They propose an admission control scheme that differentiates all M2M requests into delay-sensitive and delay-tolerant first, and then aggregates all delay-tolerant requests by routing them into one low-priority queue, aiming to reduce the number of requests from various devices to the access point in the IoT for smart cities. They demonstrate the effectiveness and correctness of the proposed scheme via network calculus, numerical experiments and OMNeTþþ simulations.
The second paper titled "Energy Theft Detection in Multi-Tenant Data Centers with Digital Protective Relay Deployment" by Yuchen Zhou, Yang Liu, and Shiyan Hu focuses on energy theft cyberattacks in multi-tenant data centers that host smart city solutions and services. Energy theft cyber attack can be achieved through attacking a smart R. Ranjan is with Newcastle University, UK. E-mail: raj.ranjan@ncl.ac.uk. P.P. Jayaraman and D. Georgakopoulos are with RMIT University, Melbourne, Australia. E-mail: {prem.jayaraman, dimitrios.georgakopoulos}@rmit.edu.au. M. Villari is with the University of Messina, Italy. E-mail: mvillari@unime.it.
For information on obtaining reprints of this article, please send e-mail to: reprints@ieee.org, and reference the Digital Object Identifier below. Digital Object Identifier no. 10.1109/TSUSC.2017.2773260 meter in the data center by malicious tenants to reduce monetary cost of the electricity consumption by undercounting the energy usage. To this end, the authors propose an anomaly rate range based dynamic programming algorithm for inserting Digital Protective Relays (DPR) into the data center while minimizing the deployment cost. DPR is a microprocessor based device for fault detection and event logging in the power system. The proposed algorithm optimizes the DPR deployment through exploring an innovative aggregated anomaly rate range which accounts for the long term effect of energy theft. Simulation-based evaluations show the proposed algorithm inserts 18:9 percent less DPRs into the data centre and requires 14:7 percent less tenants to be checked compared with a natural heuristic baseline algorithm.
The third titled "ElCity: An Elastic Multilevel Energy Saving Model for Smart Cities" by Gustavo Rostirolla, Rodrigo da Rosa Righi, Jorge Luis Vict oria Barbosa, and Cristiano Andr e da Costa proposes ElCity, a model that combines citizens and city devices data to enable an elastic multilevel management of energy consumption for a particular city. As design decision, this management must occur automatically without affecting the quality of already offered services. The main contribution of the ElCity model concerns the exploration of the cloud elasticity concept in multiple target levels (smartphones from citizens, city devices involved in the public lighting and data center nodes), turning on or off the resources on each level in accordance with their demands. In this way, this paper presents the ElCity architecture, detailing its modules distributed along the three data sources, in addition to an experiment that uses city devices and citizens data from Rome to explore energy saving. The results are promising, with an Energy Monitor module that allows the estimation of the energy consumption of elastic applications based on CPU and memory traces with an average and median precision of 97.15 and 97.72 percent. Moreover, they proposed a reduction of more than 90 percent in the energy spent in public lighting in the city of Rome which was obtained thanks to an analysis of geolocation data from their citizens.
The fourth paper titled "Efficient Identity-Based Encryption Scheme with Equality Test for Smart City" by Wu et al. proposes an efficient Identity-based encryption with equality test (IBEET) scheme with bilinear pairing, which reduces the need for time-consuming HashToPoint function and each trapdoor can only be used to perform the equality test on a particular keyword. They then prove the security of their scheme for one-way chosen-ciphertext security against a chosen identity (OW-ID-CCA) attack in the random oracle model. The performance evaluation of the proposed scheme demonstrates that in comparison to the scheme of Ma (2016), our scheme achieves a reduction of 36.7 and 39.24 percent in computation costs during the encryption phase and test phase, respectively.
Overall, these special issues (Part 1 and Part 2) compile an excellent list of papers which make ground-breaking contributions to the design and development of techniques that will empower future smart cities. We hope that both scientific and academic communities will benefit from these special issues.
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